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Abstract: 

The nodes in wireless sensor networks are powered with batteries that do not operate for longer duration of time. These nodes  are 

usually deployed in hostile environments so when these nodes die out, their replacement is very difficult and a costly affair . So 

the algorithms and techniques designed for these networks are more focused on increasing their lifetime. One of such techniqu e or 

algorithm is clustering of sensor nodes, the rules of which have been described under LEACH protocol. These rules although 

succeed in increasing the lifetime of the sensor nodes but they usually lack any security measure. The nodes while going for 

clustering have to carry out the node advertisement phase where the elected cluster head sends the messages to the nodes in i ts 

communicat ion range asking them to join the cluster. Since these nodes communicate wirelessly with each other so the malicious 

attack node can intercept the content of the messages and steal informat ion. One of such attack is Sybil attack where the malicious 

node captures the Id of the cluster head and sends the advertisement itself to the nodes. The receiving node thinks of the message 

to be true and joins the cluster. The nodes upon joining the cluster, sends the sensed data to the cluster head which does n ot 

forwards the data to base station and drops the data. This study aims at detection and prevention of the Sybil node in the network 

using modified centralized IDS. According to this the cluster head have to send control packets to the base station which contains 

ID and location of the members and cluster head also. The base station detects the malicious node in the network on the basis  of 

the rule that if a node is showing two different IDs and same location it will identify as malicious. The scheme has been simulated 

over NS2.35 and the performance of the network has been analyzed on the basis of packet delivery rat io, throughput and 

bandwidth wasted. These parameters have shown improvement over the network without centralized IDS.  
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I. INTRODUCTION 

Wireless Sensor Network is a p latform for a variety of 

application areas in such as environmental monitoring and 

homeland security domains. So it attracts many researchers to 

work on various problems related to WSN. The coverage, 

connectivity and energy related issues are very important in 

WSNs. More attacks are possible in WSN as compared to 

wired network. In applicat ions like military, without security, 

the use of Wireless Sensor Network is any application would 

result in disastrous consequences. Security allows Wireless 

Sensor Networks to be used to maintain integrity of data and 

availability of all messages in the presence of resourceful 

adversaries. The main objective of confidentiality and 

authenticity is expected in sensor networks to safe guard the 

informat ion traveling among the nodes of the network or 

between the sensor nodes and the sink node from disclosure. 

The WSNs are comprised of a group of nodes for scalar or 

multid imensional data gathering. Sensor nodes are employed 

to collect the informat ion, compress and process it for storage 

purpose and to transmit the processed data to a sink such as an 

intermediate cluster head or a base station. The transmitted 

informat ion is then presented to the system by base station   

connection. 

 
 

Figure. 1.1 WSN Architecture 

I.I COMPONENTS OF WSN 

 

The main components of a general WSN are [21]:- 

 Base Station: - The sink is an interface between the 

external world and computational world. It is ordinarily a 

creative node having unconstrained computational abilities.  

 There can be single or various base stations in a 

system. For all purposes, the utilization of different base 

stations dimin ishes system postpone and performs better 

utilizing information gathering.  

 

 Sensing unit:-The sensing unit senses the data. The 

sensing unit’s parameters  can control power utilization. 

 Processing unit :- The taking care of unit includes a 

processor whose essential efforts consolidate controlling 

sensors, gathering and planning recognized data, executing 

WSN applications, and administering correspondence 

traditions and computations in conjunction with the working 

system. The processor's parameters consolidate processor 

voltage and repeat, which can be concentrated to meet power 

spending arrangement and throughput requirements. The 

processor can moreover switch between differing working 

modes (e.g., powerfu l, unmoving, rest). 

 

 Communication unit: - This unit comprises of a 

radio (handset) and a receiving wire, and is in charge of 

corresponding with neighboring sensor nodes. The radio 

contains diverse working modes for force administration 

purposes. The rest state gives the most minimal fo rce 

utilizat ion, however changing from the rest state to the 
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transmit state expends a lot of force. The force sparing modes 

(e.g., unmoving, rest) are described by their energy utilization 

and idleness overhead (time to change to transmit or get 

modes). Power utilizat ion in the handset unit additionally 

relies on upon the separation to the neighboring sensor nodes 

 

 Storage unit: - Sensor nodes contain a storage unit for 

temporary data storage since immediate data transmission is 

not always possible due to hardware failu res, environmental 

conditions, physical layer jamming, and energy reserves.  

 

 Power Unit:-The power unit supplies power to a 

sensor node and determine a sensor node’s lifetime. The 

power unit consists of a battery and a DC-DC converter. The 

electrode material and the diffusion rate of the electrolyte’s 

active material affect the battery capacity. The DC-DC 

converter provides a constant supply voltage to the sensor 

node. 

 
Figure. 1.2 Components of WS N 

 

II. RELATED WORK 

 

Zeng et.al [2010] this paper [5] proposed a novel convention 

to restrict the impact of Sybil attacks by consolidating ant 

colony optimizat ion (ACO) calculation, where a node does 

arbitrary strolls and it will take off trails on the way. Be that 

as it may, with the irregular work, the trails of the primary 

node left on every node get to be weakened, toward the end 

of direct ing it just blurs away. In view of the way of the ACO 

and limit the quantity of attack edge in a productively and 

helpfully. Consequently, framework can guarantee a legit 

node would acknowledge and be acknowledged by other fair 

nodes in framework with high likelihood, likewise, dismiss 

Sybil nodes with extraordinary likelihood. 

 

Sharmila et.al [2012] this paper [6] proposed a calculation 

to discover a Sybil node in WSN. Their system is partitioned 

into three stages in first stage they send ID and force quality 

to the head nodes, the head node checks for nodes with force 

esteem beneath the limit esteem. In second stage, the 

separation between the recipients and sender are zero, and 

afterward the node experiences Sybil attack after that if the 

nodes are close, then the nodes will be distinguished as Sybil 

nodes regardless of the possibility that they are defin itely not. 

In third stage, the steering method in the bunch is checked to 

confirm on the off chance that there was a bounce between 

the Sybil characters, and if there exists a jump between the 

Sybil personalities, then the nodes are most certainly not 

Sybil nodes. 

 

Sheela et.al [2012] this paper [7] proposed a calculation to 

identify clones and any vindictive nodes in remote sensor 

systems. Their framework has two calculat ions based on 

versatile specialist. MARCAD (Mobile Operator based 

Cloning Attack Detection) is to recognize clones and any 

noxious nodes. Another is MASAD (Mobile specialist based 

sinkhole Attack Detection) calculation is to tell how node 

employments the worldwide system data to course 

informat ion parcels by staying away from sinkhole attack.  

 

Vasudeva et.al [2012] this paper [8] proposed a strategy to 

recognize Sybil attacks on most minimal identity-based 

clustering calculations. In these calculations, a node with the 

most minimal identity is chosen as the cluster head for 

handling the informat ion. In this work, the malicious nodes 

upset the cluster development process by conveying low 

identity numbers. Nodes running this technique identify 

malicious exercises by accepting every neighbour’s data. 

 

Manjunatha et.al [2013] this paper [9] recommended that 

system confirms the physical position of every node. Sybil 

nodes can be identified utilizing this methodology since they 

will seem, by all accounts, to be at precisely the same 

position as the malicious node that creates them. By setting a 

point of confinement on the thickness of the system, in-

district check can be utilized to firmly t ie the quantity of 

Sybil characters that a pernicious node can make.  

 

PrameetKaur and Dr.S andeep Singh Kang [2013] this 

paper [10] proposed the productive steering LEACH 

convention to forestall Sybil attack in remote sensor system. 

Remote sensor system can represent a security attack because 

of unfriendly dispersed environment and quick usage hones. 

The proposed work keeps the remote sensor system from the 

security chance that is because of Sybil attack by utilizing the 

encryption strategy taking into account the binomial 

appropriation. In future more attacks can be re-enacted and 

can check the execution of the proposed work.  

 

III.PROPOS ED ALGORITHM 

 

Suppose C is set of clusters in the network.  

N is a nodes of nodes in one cluster. 

For x = 1: c  

CH (x) sends control packet to B.S.  

For y = 1: N 

If Node has same ID and two different locations 

Store the informat ion 

End 

End 

Choose CH (x) again  

New CH (x) send control packet to B.S 

For y = 1:N 

If Node has same ID and two 

Different locations 

// Compare the new data with the old 

If node has same old and new location but different ID 

// put node in suspected list 

// choose CH (X) again  

end 

end 

 

IV. S IMULATION AND RES ULTS  

 
 

Figure. 4.1 Nodes deployed in the network  
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The first step is deployment of the nodes in the network. The 

above figure shows deployed wireless sensor network of 50 

nodes. The node number 49 is assumed to act as base station 

for the network. 

 

 
Figure. 4.2 Sending control packets to base station  

 

As a first step of the modified centralized IDS to detect the 

Sybil nodes in the network, the elected cluster heads are 

required to send a control packet to the base station before 

start of data transmission. This figure shows the same 

described process.  The control message will contain the ID of 

the cluster head and its  location, also the Id of the member 

nodes and their locations. In this case, the base station would 

receive a control packet from the cluster 2 which would 

contain two same IDs namely ID 22 and different locations 

meaning a node is located at two different locations in the 

network 

 

 
Figure. 4.9 Dropping of data 

 

The above figure shows the snapshot of the wireless sensor 

network under Sybil attack in the absence of the centralized 

IDS. In this figure, the node 38 claimed the ID of node 31 and 

opted for the node advertisement process. The member 

considers the message to be true and joins the cluster. When 

they forward their sensed data to the cluster head, the data gets 

dropped. 

 

 

 

 
 

 
 

V. CONCLUS ION AND FUTURE WORK 

 

The proposed work aims at providing security to clustered 

wireless sensor networks against Sybil attacks. The proposed 

scheme has been implemented in NS2.35 and the results have been 

analyzed on the basis of parameters namely packet delivery ratio, 

throughput and bandwidth wasted in the network. The values of 

these parameters have been compared against simple clustered 

wireless sensor network under the influence of Sybil attack. The 

application of proposed scheme in which the malicious Sybil 

cluster head is detected by base station in the network, has 

improved the performance of the network. The value of packet 

delivery ratio has been found at 92 percent while the same value 

was dropped to the levels of approximately 40 percent. This is 

because of the fact that in the absence of any intrusion detection 

system or any other security measure, the nodes in the sensor 

network tend to forward data to the malicious cluster head (from 

which they have received the hello messages asking them to join 

the cluster). The malicious cluster head on receiving the data 

would not forward it to the base station; instead it will drop the 

packets. Due to the same reason, the value for the throughput 

which is defined as amount of data received at the base station 

shows the value of 1050 Kbps which was dropped to the levels of 

540 Kbps since the malicious cluster head would drop the data. 

Thus it can be concluded fairly that the proposed centralized IDS 

has successfully detected and prevented the malicious cluster head 

in the network and improved the performance of the network.  

Various other techniques also exist which aim at detecting and 

preventing the Sybil attack in wireless sensor networks, so in 

future the proposed scheme can be compared against other scheme 

to check its efficiency over the others. Also the existing scheme 

has defined that hello flood attacks can also be detected using the 

centralized IDS. In this work the centralized IDS has been 

modified to detect the Sybil attack, however in future it can be 

further modified to detect the hello flood attacks in clustered 

wireless sensor networks. 
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